health care demands more security and privacy since it has been transformed to be cloud based where all activities takes place over the internet service which is made available by a provider. The high demand for security in health care forms the scope of this paper. Since in health care, sharing of data is very important on the user and doctor side DABE (Distributed attribute based encryption) is used to encrypt and decrypt the data.
In DABE enormous keys are exchanged between system entities in an open environment the need for secured exchange of keys increases. Hence in the proposed security scheme a secured channel has been created using the RSA method which makes the health care system more secured. The proposed RSA-DABE scheme is the first of its kind to be used in this paper. It is observed that the proposed scheme provides more security and privacy to the health data of the patient .A cloud based health care application is developed where the proposed security protocol has been applied and tested. The proposed protocol is implemented and found to be more efficient. It supports easy data access, high resource availability, cryptographically restricted access control over the personal data and data confidentiality.
RELATED WORK
Susan Hohenberger & Brent Waters (2013) proposed an agile deciphering model with Attribute Based Encryption scheme that hinge on number of distinct attributes correlated with an access policy, in lieu of shortening the length of the cipher information Susan Hohenberger & Brent Waters (2013) .Trenchant attributes considerably in large numbers makes this system impertinent for the CP-ABE where the access policy is premeditated by the data owner and the deciphering is done by the recipient.
Decentralizing Attribute Based Encryption Allison Lewko & Brenet
Waters (2011) technique provides a multi authority environment to achieve fine-grained access control over the shard data. In this model any number of entities can be the authority that issues the private keys to other system entities. In case of CP-ABE, a single data owner might shred his/her data with multiple members under various authorities by defining their own access policies. Under this scenario, decentralization failed to have better control over the attributes shared among entities.
Guojun Wang et al (2010) proposed a Hierarchical Attribute Based
Encryption for fine-grained access control in cloud storage service. HABE coalesce Hierarchical ID based encryption and CP-ABE, where as an centralized managing authority termed root master controls domain managers (DM) which maintains the users and attributes.
encryption standard. A patient-centric framework secures the PHR in semi trusted systems and in pursuance of reducing the complexity implicated with key management, their model carves the users into a range of domains.
The proposed model enables the data owners to securely share the personal health records among the health professionals by utilizing the strategy of Distributed Attribute Based Encryption (DABE). This distributed environment enables efficient data outsourcing by connecting various health communities to an arbitrary number of attribute authorities. To the best of our knowledge there is no work related for secure key exchange in attribute based encryption using a public crypto system. Hence, the proposed architecture enables secure key exchange mechanism to the distributed environment through RSA public key cryptosystem. The literature study enlightens issues like, providing control over the entire attributes of the system entities, lack of user control over decentralized architecture, responsive data management among inter-health communities, flexible and secure key exchange. The proposed architecture addresses the aforementioned issues by merging D-ABE and public key infrastructure, RSA.
PROPOSED ARCHITECTURE FOR SECURED DATA

SHARING
The privacy and security of the patient health data in an ubiquitous environment can be maintained by applying symmetric key crypto system to it so that the data are securely stored in the storage provided by a third party.
In a cloud based pervasive health care sharing of data while using the above crypto system offers high confidentiality but at the same time demands for more number of data re-encryption with respect to the number of recipients for the same data file. This increases the computational cost on the user side thereby making the system inefficient for resource constrained applications. Since sharing of data is not possible using the symmetric key crypto system and as data sharing is an important feature of healthcare applications where the patient may intend to receive suggestion from other health professionals the Symmetric system becomes inefficient to handle sharing of data among a group of medical experts.
In order to achieve a secured data sharing in a cloud based pervasive health care application within a group of health communities a distributed attribute based encryption(DABE) has been used, which achieves an efficient and secured health data sharing between the user (patient) and the medical experts. Group sharing of data between the user and a group of doctors has been achieved using the DABE method which is very essential for a health care system. 
Master
Primary task of master is to interact with the attribute authority during key generation and to distribute the users' secret key.
Attribute Authority
Attribute authority is designed in such a way that, it takes control over the entire attributes which prevails in the system. Attribute authority records the complete structure and semantics of all the attributes along with its (attribute's) public key and secret key. Attribute authority verifies the legitimacy of the user and issues an secret attribute key for decryption mechanism. Public key of the attribute is readily available for all participants of the system.
Users
Users can perform major cryptographic actions like encryption and decryption in the distributed environment. During encryption process, data owner generates his/her health data and defines their own access policy (Access policy determines 'who to access what'). In order to make access policy flexible, DABE supports all the access policies in the form of Disjunctive Normal Forms (DNF). Cipher information can be generated by encryption the file with the public keys of the attributes corresponds to the access policy. Similarly during decryption, secret attribute keys can be retrieved from the attribute authority, which in-turn can be used for decrypting the cipher information.
Steps involved in DABE
The fundamental working of DABE can be illustrated as follows,
Setup :
The setup algorithm takes input as security parameter and generates system wide public key (PK) and master key (MK).
CreateUser : The CreateUser method takes input as PK,MK and user identity u. It generates an user public key (PK u ), that will be used by attribute authority to return SK u and SK A,u .
CreateAuthority : This algorithm takes attribute identity a and generates an attribute secret key SKa. Attribute authority limits this function to be an non iterative, hence for each new attribute identity a, there exists only one secret key.
RequestAttributePK : This algorithm gets initiated whenever, the attribute authority gets an request for attribute public by the user. Before issuing the public key of the requested attribute, attribute authority performs identity based legitimacy check, and then issues the attribute public key. Similarly
RequestAttributeSK returns secret key of the attribute to the user, on secret key request.
Encrypt : Encryption algorithm is executed by the data owner to generate the cipher text (CT), by considering access policy, message and public keys of the attributes associated with access polices as input.
Decrypt :
The Decrypt algorithm is execute by the data recipient to recomputed the original message from the received cipher information by applying attribute secret keys as a parameter. 
Background of RSA
RSA is one of the practicable public-key cryptosystem used for secure key exchange mechanism. RSA is proposed by Ron Rivest, Adi
Shamir and Leonard Adleman in 1977, this algorithm performs encryption using publically available key of the recipient and in contract decryption is done using the secret key of the recipient. The basic principle of RSA is factoring problem (practical difficulty of factoring two large prime numbers).
The three major steps involved in RSA as follows, Key Generation Encryption Decryption
Key Generation
(i) Choose two prime numbers p and q randomly and compute n=p*q. Where n, is a key length.
(
where is a Euler's totient function.
(iii) Choose an integer e, such that 1< e < and gcd(e, (n)) = 1.
Also release e as a public key (which is globally available).
(iv) Compute secret key d as follows, d e 1 (mod (n)).
(v) RSA key pairs are (e,d).
Encryption
As stated earlier encryption can be done using receivers public key, where as the data can only be decrypted by the private key of the desired receiver.
c m e (mod n)
Decryption
On the receiving the cipher data c, the receiver can perform decryption by applying his secret key d over the received cipher information.
M c d (mod n)
Need for RSA
Since in the ABE scheme more number of open keys are involved to maintain data confidentiality, this in turn increases the vulnerability of the system to malicious attacks. Hence there is a need for a secured channel to handle these keys. The secured channel is created using the RSA crypto system in the proposed RSA-DABE security scheme.
The Figure 4 .3 describes that, the chance of key tampering increases with the increase in number of keys used by the algorithm. Also it has been observed that Distributes Attribute Based Encryption consumes more number of keys than co-existed ABE models. Hence with the objective of offering efficient key exchange mechanism among the system parties, the proposed RSA-DABE model is accompanied by the RSA key exchange process. In the above step, the secret key of user SK u, is distributed by the generator function to the set of all elements in G. This scenario is highly vulnerable to the attackers because an attacker A, can obtain SK of a legitimate element of G and a publically available PK of G, then A impersonate himself as a valid element of G and cause damage to the system. This challenge is eliminated by creating an M channel in RSA-DABE scheme before transmitting the SKu to the element of G by S.
Let CT be an empty set, which holds the cipher value of each SK which corresponds to set of all elements in G.
CT={ } (4.10) Thus, in RSA-DABE scheme the security parameters of all elements in G, are exchange through secure channels to avoid malicious invasions.
RESULTS AND DISCUSSION
As security and privacy is an important concern in ubiquitous computing environment, preserving security and privacy is a major research concern for a pervasive computing environment. The ubiquitous environment provides high scalability and data access flexibility to the system users. In this paper we proposed an RSA based security protocol called RSA-DABE by altering the traditional Distributed Attribute Based Encryption scheme. This protocol enables secure sharing of health data among the group of health communities. The proposed protocol maintains the data integrity by creating an authenticated key exchange channel among the system parties. In order to test the performance of proposed RSA-DABE protocol, a health care application has been developed using java and hosted in the Amazon cloud instance to support ubiquitous computing environment.
Health care applications demands for easy data access, resource availability, cryptographically restricted access control over the personal data and data confidentiality. Various healthcare applications has been proposed in accordance with above mentioned issues but limits its efficiency in the shared environment where multiple data consumers attempts to access the data.
Utilization ratio of health care applications can be increased by allowing the data owners (eg : Patient) to securely share their personal health information among the group of health communities.
Implementation Scenario
The developed ubiquitous healthcare application is well suited for a data owner who readily wants to share his personal information among multiple data consumes for better productivity. The system adopts patientcentric principle by enabling the data owners to have access over their data.
We referred full access as, data owner can determine who can access what.
The remaining part of the paper assumes that data owner as patient, multiple data consumes as healthcare professionals (eg : doctor, nurse, special surgeon, pharmacy etc…) and data to be shared as personal health records.
Secure Sharing using RSA-DABE Protocol
The proposed RSA-DABE system demands the patient P, to register with the system by providing the set of user credentials, {c 1 , c 2 , c 3 ….. Hence in the current research implements a secure data sharing application embedded with novel security protocol. The secure data sharing protocol has been designed in such a way that it shares the cryptographic parameters in the authenticated channel among the system entities to enhance confidentiality. Proposed protocol enhanced the traditional schema of DABE to offer a cryptographically restricted access control. The major issues like scalability and anytime resource access in ubiquitous environment were sorted by hosting the application in the cloud.
Reduced Key Overhead
The 
User Revocation in RSA-DABE
Proposed secure sharing protocol in cloud supports ubiquitous computing model without the involvement of semi-trusted or fully-trusted third part entities. Also patient-centric principle grants full access rights over their personal health record among the professional members of health care community. Since access policy AP, defined by patient remains constant for all the members of the health community which restricts patient from limiting data access to a particular doctor. Early versions of healthcare application implements user revocation either by redefining the AP or by altering the attribute set.
Aforementioned scenario adheres high computational cost to the patient because of total re-encryption scheme. In the proposed model (RSA-DABE), system level component known as Attribute authority (AA) governs the control over all the attributes of the legitimate users in the attribute list.
AA issues personalized secret key of the attributes to the user after verifying the identity of the data consumer, hence proposed secure data sharing protocol performs identity based access control mechanism over the set of all elements (members) in the healthcare community. Without deviating from the patientcentric principle, the proposed application embedded with secure data sharing protocol retrieves the identity of desired consumer from the user. 
Efficiency of the System
The efficiency of the proposed protocol is found to be high when compared to other earlier security protocols. Since we are using distributed Attribute based encryption scheme which has the global control over all the attribute set which prevails in the system. As a result attribute authority (AA) governs the attribute set.
AS 1 = {a 1 , a 2 ,... a n } AS 2 = {a 1 , a 2 ,... a n } AA =.... The generator and requestor function are represented as and .
Patient P, encrypts (E) the file (F) with the newly generated access policy (AP).
The same patient P, re-encrypts the same personal health record (F) by requesting the attribute set (AS) from AA with the intent of sharing it among another health community. The primary part of these e-healthcare applications were data gathering phase. In which patients' were made to wear bio sensors, and using wireless transmissions like Bluetooth or Wi-Fi the health information were sent to mobile devices. According to HIPAA federal act, 1996 healthcare applications should offer confidentiality and integrity to the patient health information. With the view of satisfying HIPAA constraints, such ehealthcare applications implements security algorithm over the health information. These security algorithms encrypt the health data before uploading it to the remote server.
Even though the existing healthcare applications offers security to the health data which resides in their personal devices like mobile phone or laptop, There is a high demand for securing the health information during collection phase itself because modern healthcare applications (as stated earlier) collects the health information from wearable body sensors through wireless transmission. Wireless transmission is vulnerable to various attacks like eavesdropping, node compromising etc… Hence it is mandatory to regulate the data gathering phase by implementing cryptographic algorithm before collecting it in the mobile devices.
Wireless Body Area Network (WBAN) resembles a wireless sensor network with various bio sensors, hence it can be categorized as a resource constraint network. We proposed a new approach to perform secure data gathering using an ultra lightweight, secret key cryptographic algorithm called PRESENT. Which is highly compatible for chip based applications and consumes low power in order to increase the efficiency of resource constraint networks. PRESENT algorithm takes key of about 80 bit and generates a cipher, the same secret key can be shared with the authorized device to perform decryption. Interesting factor about PRESENT is that, the key size can be expanded to 120 bit for higher degree of security.
Recent development in mobile technologies has made the developers to design numerous healthcare applications which allow the patient to upload their health information to the third party server for diagnosis. Such healthcare applications collect patients' health information from wearable body area sensors and offers high security to the data while storing it into the cloud server. But there is a chance that, sensitive health data can be subjected to malicious attacks while transferring from sensor to the personal devices. Hence, in this paper we have used the PRESENT algorithm (an ultra lightweight cryptographic algorithm) to provide high security to data involved in a Body Area Network. From the result analysis we ensure that, our model is highly compatible with the resource constraint networks in terms of security and power consumption. Also the proposed approach replaced traditional zigbee communication protocol with wi-fi mechanism to achieve flexible and long distance data transmission.
Axel York Poschmann Bochum (2009), states that, In the body area network an adversary has physical access to or control over the devices, which enables the whole field of physical attacks. Also obtaining high throughput is usually not an issue but energy, power and area can be constraints. Thus is it mandatory to implement an encryption algorithm during data gathering phase to avoid malicious attacks also algorithm should be compatible with resource constraint networks like body area network.
Siva Sangari et al (2014) , proposed a lightweight security mechanism for sensor data gathering using skipjack algorithm. It achieves the data encryption in 25 micro seconds. But skipjack algorithm adopts the symmetrical structure which leads to slide attacks Lars Knudsen & David
Wagner ( 
Data Security using Present Algorithm
In the proposed research we adheres the objective of secure data gathering in a wireless body area network. The designed body area network collects data from multiple body area sensors and dumps it to the centralized collector node through wireless medium. To encapsulate the health data during transmission, we selected an ultra-lightweight cryptographic algorithm Table 4 .2 shows the S box used in PRESENT algorithm to achieve ultra lightweight encryption process. and data packets were controlled by a local router to dump the collected data in a patients hand held devices.
Health sensors
To collect sensitive health information from patient, two body area sensors namely micro sphygmomanometer and temperature sensors are mounted. These health sensors can act as collector nodes and dumps the sensitive information to the micro controller. Figure 4 .8 explains the diagrammatic representation of proposed hardware implementation.
Micro sphygmomanometer
sphygmomanometer is used to measure the blood pressure of a patient and dumps the BP value to the handheld devices. The unit of measurement adopted by sphygmomanometer is mmHg.
Temperature sensor
Another sensor component called temperature sensor is integrated to our controller board to measure the active body temperature of the patient. 
CONCLUSION
Anywhere anytime attribute of ubiquitous computing makes security and privacy a difficult task while storing, sharing, processing the user data. The essence of ubiquitous computing is made more demandable by converting the ubiquitous application into a cloud based, so that the scalability and cost issue of the ubiquitous computing can be overcome.
The proposed protocol (RSA-DABE) is implemented and tested in a cloud based health care application and found that it achieves high scalability and fast data access. Health care applications involves sharing of personal health record data among the members of health professional for better utilization of the system and as the traditional cryptographic techniques limits their service in a distributed environment. The protocol RSA-DABE is designed in accordance with the distributed ABE to enable the primary users of the system to share their health data and cryptographically restricted access control is achieved by creating a secured RSA key exchange channels. The proposed protocol modifies the traditional version of DABE with the RSA key exchange standards to maintain the data integrity while sharing of heath data. From the results obtained it is inferred that the proposed protocol achieves reduced key overhead and enhances the efficiency of the system by eliminating attribute pooling mechanism since Attribute Authority governs the attributes of all the system entities. The user revocation is performed by allowing Attribute Authority to adopt identity based access control mechanism.
Using PRESENT algorithm it is explained how high security can be provided to the sensitive data while transferring it from the sensor nodes to the handheld devices, and this has been demonstrated using the hardware that has been created for collecting the data from the sensor nodes, the ultra lightweight cryptographic algorithm PRESENT has been integrated into the controller board to achieve secure data transmission between sensor nodes and patients mobile device. To enable faster and long distance 
